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PRIVACY POLICY

Hacrosimas I[Tonutuka koHbUACHIIMATLHOCTH (1anee —
[Tonutuka) siBisieTcss AOKYMEHTOM, YCTaHABJIMBAIOIIMM
Oo6mecTBa c
OTBETCTBEHHOCTEIO «JloBepka ®dunTeX» (Hamee — OO0

00s13aTeIbCTBA OrpaHUYCHHOMN
«JloBepka @unTEex», Onepartop) Mo Hepas3rialleHUuo U
o0ecrieueHnI0 peXXrMa 3aIUThl KOH(QHUICHINAIbHOCTH
TM0OBIX TaHHBIX, KOTOpHIE [lob30BaTENb IPEAOCTABIACT
NP PETUCTpanuy, BepuHKALUK, ayTCeHTH()UKAMN Ha
Cepsuce «DoverkaSend». CepBuc DOCTyIeH, BKIIOYAs,
HO He OrpaHHYMBasACh, dYepe3 BeO-caliT Mo aapecy
doverkasend.com, moOuipHOe npuioxkeHue u Telegram
Mini App; uHble KaHajbl AocTyna (B TOM YHCIE
oOHoBisieMble  Kommanueit) Morytr OBbITh yKa3aHbl B
unrepdeiice CepBuca W/MIM B HAcTpoHKax y4ETHOM
3aIiCH.

Kommanus sBisercs IIOCTaBIIUKOM IUIATEKHBIX yCiayr u

okasbiBaeT Ilonb3oBaTensiM IUIATEXHBIE YCIYIM B

paMKax (YHKIIHOHAIBHBIX BO3MOXKHOCTEH CepBuca.

This Privacy Policy (hereinafter — the Policy) is a
document establishing the obligations of the Limited
Liability Company "Doverka Fintekh" (hereinafter —
Doverka Fintekh LLC, the Operator) to maintain the
non-disclosure and confidentiality protection regime for
any data provided by the User upon registration,
verification, or authentication in the "DoverkaSend"
Service. The Service is available, including but not
limited to, through the website at doverkasend.com, the
mobile application and the Telegram Mini App; other
access channels (including those updated by the
Company from time to time) may be indicated in the
Service interface and/or in the account settings.

The Company is a payment service provider and
provides payment services to Users within the functional
capabilities of the Service.

I'naa 1. TepmuHbI U onpeaeieHust Chapter 1. Terms and Definitions

1. B nacrosmei [lonuTike UCMONB3YyIOTCS CENYIOIINE
MTOHATHUS ¥ TSPMUHBIL:

1.1. Kommamms — OOmecTBo ¢ OrpaHHYEeHHON
OTBEeTCTBEHHOCTEI0 «JloBepka DunHTex», Pecmybmmka
Benapycsk, 220004, r. Munck, np-t [Tobeauteneii, n. 7A,
odp. 31,

IlepcoHanbHBIX JaHHBIX;

OCYILECTBIISAIONICE O0pabOTKY H  3allHUTy

1.2. Cepsuc «DoverkaSend» (CepBuc) — COBOKYITHOCTB

IPOrPaMMHBIX u almnapaTHbIX CPEACTB,
o0ecrieunBarONMX  OKa3aHWEe  IUIATEKHBIX  YCIyT
Komnanuell, NOMONHEHUS KOUIEIBKOB, KOHBEpPTALUU

BaJIIOT, MHUIIMMPOBAHUs IJIaTexa, npuodperenus eSIM
n Bepudukanun smanoctu Ilonb3oBareneil, noctymHas
gyepe3 BeO-caiiT, MoOmIIBHOE Tiprutoxkenue, Telegram-6oT
u Telegram Mini App;

1.3. Bepudukaiysi — COBOKYIHOCTb MEPONPUAITHH IO

1. This Policy uses the following terms and definitions:

1.1. Company — Limited Liability Company "Doverka
Fintekh", Republic of Belarus, 220004, Minsk,
Pobediteley Avenue 7A, office 31, which carries out the
processing and protection of Personal Data;

1.2. "DoverkaSend" Service (Service) — a set of
software and hardware resources ensuring the provision
of payment services by the Company, top-up of Wallets,
currency conversion, payment initiation, purchase of
eSIMs, and verification of the identity of Users,
available through the website, mobile application,
Telegram bot, and Telegram Mini App;

1.3. Verification — a set of activities for checking and



MIPOBEPKE M MOATBEPKACHHUIO JOCTOBEPHOCTH CBEICHUI
o [Tonmp3oBaTene, BKIIOYast yCTAaHOBJICHHE €TO TMIHOCTH,
UACHTH(HUKALNIO, ayTeHTH(HKAIHIO, TIPOBEPKY
MIOJUTMHHOCTH TIPEIOCTABICHHBIX TOKYMEHTOB U (WJIM)
CBEPKY Ilonb3oBarens ¢
¢dororpadueit B

npusneucHueM KYC-cepBruca B IEIsIX COOMIOACHUS

n300pakeHHsT  JUIa

JIOKyMEHTE, OCYyILeCTBIsIeMas C
TpeOOBaHUN 3aKOHOAATENBCTBA O IMPOTUBOJEHCTBUU

JEeTaMU3alUul  JOXOJOB, IOJYYCHHBIX HPECTYIHBIM
myTéM, U ¢uHaHCHpoBaHHIO Teppopmsma (IIOA/DT), a
TaKoKe B [EJSIX ONpeaeIeHns ToCTyHbIX [lonbp3oBarento

JIJMMHUTOB 1 (I)yHKL[I/IOHaJ'IBHBIX BO3MOXKHOCTEH CepBHca;

1.4. KYC-cepBuc — TpeThe JIMLO, NMPUBIEKAEMOE Ha
Hpoueayp
BepHpHUKAIAN

Z[OFOBOpHOﬁ OCHOBC 1JId  IIPOBCACHUA

yaAanEHHON HAICHTU(UKAIIH 31

Ilonb3oBareneyi, BKIIOYas IPOBEPKY IOUIMHHOCTH

JOKYMCHTOB, YIOCTOBCPAMOIUX JIMYHOCTb, U CBEPKY
n3obpaxenus ymna [lomp3oBarens ¢ Qotorpadueii B
TaKKe IS

JNIOKyMeHTe, a nepenaun  OmepaTtopy

HOATBEPKAEHHBIX PE3YJIbTATOB TAKOH IPOBEPKH;

1.5. TlepconanbHble MaHHBIE — JF00as WHGpOpPMALHS,
UICHTU(HULIUPOBAHHOMY

JIUILLY
MOJXET

OTHOCSIIAsICS K

¢dusuecKkoMy
auLy,
UACHTUGUIIMPOBAHO (OMPEICIICHO);

(ompenensiemomy) WIH

¢busnueckomMy KOTOpOe OBITH

1.6. CyonekT IlepcoHambHBIX AAHHBIX WA CYOBEKT —

¢duznyeckoe MmO, HE ABIAOIIEECS PAOOTHHKOM

Kommanuu, k KOTOPOMY OTHOCSTCS 0OOpabarbiBaeMble
Kommnanueit IlepconanbHble JaHHBIE;

1.7. O6paborka IlepcoHampHBIX INAaHHBIX — IJIFO0OE
JIEUCTBUE WUJIN COBOKYITHOCTh JIEWCTBUI, COBEpPILIAEMbIE C
[lepcoHaabHBIMU JAaHHBIMH, BKITIOYAst cbop,
CHUCTEMaTH3AIIHIO, XpaHeHHe, HU3MCHECHHE,
HCITONIb30BaHHUE, 00e3MnYrBaHUeE, OJIOKMPOBAHUE,
pacmpocTpaHeHHe, TIpeIOCTaBICHHUE, yaajeHue

[epcoHaNbHBIX TAHHBIX;
1.8. ABropuzamusi — Tpouedypa IIpeJoCTaBICHUSI
MOTCHIMATbHBIM [losib30BaTeNIeM YYETHBIX JaHHBIX B
3ampaiuBaeMoM unrepdeiicom Cepsuca
«DoverkaSend» 00béMe, BKITIOUAIOIIAS TTOATBEPIKICHUE
HOMepa TenedoHa omHopa3oBeiM komom (OTP), BBOI

uinn  cozganue wmecrusHauynoro IIMH-koma wu, npu

HaJIMYuU AKTUBUPOBaHHOU JIOTIOJHUTEIIbHOU
IBYX(aKTOPHOH ayTeHTH(PHUKAINN (2FA), —
MIOJTBEPIKICHHE KOJIOM u3 TIPUIIOKEHHUS-

ayrentuduraropa (Google Authenticator, Authy u mp.)
WJIH alapaTHBIM KI0YOM 0e30MacHOCTH;

confirming the accuracy of information about the User,
establishment of the
identification, authentication,
authenticity of submitted documents, and/or comparison

including User's identity,

verification of the

of an image of the User's face with the photograph in the
document, carried out with the involvement of a KYC
service for the purposes of compliance with legislation
on anti-money laundering and counter-terrorism
financing (AML/CFT), as well as for the purposes of
determining the limits and functional capabilities of the

Service available to the User;

1.4. KYC Service — a third party engaged on a
contractual basis to carry out procedures of remote
identification and verification of Users, including
verification of the authenticity of identity documents and
comparison of an image of the User's face with the

photograph in the document, as well as for transferring

to the Operator the confirmed results of such
verification;
1.5. Personal Data — any information relating to an

identified (identifiable) natural person or a natural person
who may be identified (determined);

1.6. Personal Data Subject or Subject — a natural
person, other than an employee of the Company, to
whom the Personal Data processed by the Company
relate;

1.7. Processing of Personal Data — any action or set of
actions performed with Personal Data, including
collection, systematization, storage, modification, use,
anonymization, blocking, distribution, provision, and
deletion of Personal Data;

1.8. Authorization — a procedure by which a
prospective User provides account credentials to the
extent requested by the interface of the "DoverkaSend"
Service, comprising confirmation of the telephone
number with a one-time password (OTP), the entry or
creation of a six-digit PIN code, and, where additional
two-factor  authentication = (2FA) is  activated,
confirmation with a code from an authenticator
application (Google Authenticator, Authy, etc.) or a
hardware security key;



1.9. Tpodpune Ilomp3oBatenss — dwacte CepBuca

«DoverkaSendy, coepxKanas COBOKYITHOCTB

CaMOCTOATCIIBHO  NPCAOCTABICHHBIX Ilonp3oBaTeneMm
JaHHBIX O ce6e, a TAaKXKC JaHHBIX, HO)ITBep)K)IéHHI)IX B

xo7i¢ BepuduKaIuy;

1.10. Tomp3oBarenp — (U3NIECKOE JIUIO, MPOIICIIee
MpoIenypy perucTpamyuu (MpoXoAasdmiee IMPOUEAypPY
peructpanuu) B CepBuce B MOPSAKE, YCTAaHOBICHHOM
OmnepaTopoM, ¥ (WJIH) UCTIONB3YIolIee (YyHKIIMOHATBHBIC
Bo3MoxkHOCTH CepBHca, B TOM 4Yucie 0e3 IPOX0KIACHUS
perucTpanuu (B 00BEMeE, JIOCTYITHOM TSt
HEaBTOPH30BAaHHBIX IIUI[), NCHCTBYIOIIEE OT CBOETO

HMEHHU U B CBOEM HHTEPECE,

1.11. Komenék — uHGOPMAIMOHHBIN CepBUC YUETHOI

3aMucH,  OTPAXKAOIIMUKA  pa3Mep  3aJ0JDKEHHOCTH
Komnanuu nepen [lonp3oBaTeneM B COOTBETCTBYIOIIEH
pamoTe. Komrenék He sgBiseTcss OaHKOBCKHM CUETOM.
Jns xaxpmoit mommepxuBaemoit BamoTsl (RUB, THB,
USD, EUR wu gp.) yaér

3aJ0JDKCHHOCTH.

BenETCs  OTHEIBHBIN

1.9. User Profile — part of the "DoverkaSend" Service
containing the set of data about the User provided by the
User independently, as well as data confirmed during
verification;

1.10. User — a natural person who has completed (is
completing) the registration procedure in the Service in
the manner established by the Operator, and/or uses the
functional features of the Service, including without
completing registration (to the extent available to
unauthenticated persons), acting on the User's own
behalf and in the User's own interest;

1.11. Wallet — an information service of the Account
reflecting the amount of the Company's indebtedness to
the User in the corresponding currency. The Wallet is
not a bank account. A separate record of indebtedness is
maintained for each supported currency (RUB, THB,
USD, EUR, etc.).

I'nasa 2. O01mue noJoxeHust Chapter 2. General Provisions

2. Hacrostmas IlonuTHka neiicTByeT B OTHOIIEHUH Bceit
uHpopmanuy, xotopyto Ilombp3oBaTens MpeROCTaBIAET
IIPU PETUCTpanuy, BepuHKALUK, ayTeHTH()UKAMN Ha
Cepsuce, a TakXkKe MPH HOTY4EHUH MIATEKHBIX YCIYT.

3. Ilpn akuenrte IlyOnuunoit odepter Ilonp3oBarens

MOATBCPIKAACT O3HaKOMIJICHHE C COACPIKAHUEM

Hactosiiedt [lonmuTuky B mojHOM 00BEME U OeccriopHOe
cormacue ¢ e€ TONOKEHHAMH, B TOM  YHCIC
KacarolmuMucs 00paboTku HHPOpPMALIUHU CcIIoco0aMH U B

LessX, onpeaenéHHbIMUA HacTosAel [lonuTukou.

4. B cnywae Hecoryacusi C YCJIOBHSMM HacTOSIIEH

Iomutukm Ilonp3oBaTenn JOJDKCH IIPEKPATUTDH

IIOJIB30BAHHC CepBI/ICOM.

5. UcnonezoBanue Ilonp3oBarenem CepBrca 03HadaeT

corjacue C HacToAIIEH ITomuTukoit

KOH(HUICHIINATHHOCTH, TTonutukoit 00paboTKH

nepcoHanbHbIX JaHHBIX OO0 «JloBepka OUHTEX.

6. Lennro HacTosamel [lonuTHky ABIseTCS ONpeneneHue
nHpopManny, KOTOpask MOXET OBITh 3alpolieHa Yy
IMonp3oBarens B cBsi3u ¢ wucroib3oBanneM Cepsuca,

obecrnieueHue Haaaexamliero peKUMa 3alIUThI

KOH(bI/I,HeHI_[I/IaIILHOCTI/I I/IH(l)OpMaL[I/II/I (0] HOJ'IL3OBaT€J'I$IX,

B TOM YHUCJIC ux TNEPCOHATIBHBIX JaHHBbIX, oT

2. This Policy applies to all information that the User
provides upon registration, verification or authentication
in the Service, as well as when receiving payment
services.

3. By accepting the Public Offer, the User confirms full
familiarization with the content of this Policy and
unconditional agreement with its provisions, including
those relating to the processing of information by the
methods and for the purposes defined in this Policy.

4. If the User does not agree with the terms of this
Policy, the User must discontinue the use of the Service.

5. The User's use of the Service constitutes consent to
this Privacy Policy and to the Personal Data Processing
Policy of Doverka Fintekh LLC.

6. The purpose of this Policy is to determine the
information that may be requested from the User in
connection with the use of the Service and to ensure an
appropriate regime for the protection of the
confidentiality of information about Users, including

their personal data, from unauthorized access and



HCECAHKIITMOHUPOBAHHOT'O AOCTYIIa U PA3TJIALICHHUA.

7. K xonduaenumansHoit nHpopmanuu [lonap3oBarens

OTHOCATCA HepCOHaJ'IBHBIe JaHHBIC, [ICPCOHAJIbHAA
I/IH(I)OpMaLII/IFI WU HWHBIC JaHHBIC, B TOM  YHCIIC
nepeaaBacMbIC ABTOMAaTHYCCKHU B mponecce
HCIIOJIB30BaHUA.

8. Omeparop BmpaBe 0e3 cormacus [lomp3oBarens
MPEIOCTABIATE TOJIYYCHHYI HWHMOPMAIMIO TPETHUM
JTUIaM B O0OE3NMUYEHHOM (arperHpOBaHHOM) BHIE C

LEeNbl0  MPOBENEHMs  CTaTHCTHYECKUX U HMHBIX
HCCIICIOBAaHUM, a TaKkXke B CBA3H C JAEATEIBHOCTHIO,
CBSI3aHHOU c 00CITyKMBaHHEM (TexHMUYeCcKOn
noanepxkkoir) Cepsuca. Ilepemada mepcoHaBHBIX
JAHHBIX ~TPETBUM JIMIAM B ILENSIX  IPOBEICHUS
MapKeTHHTOBBIX  HCCIEIOBaHMH W  HalpaBJCHUs
PEKJIaMHBIX MaTepHaloB OCYIIECTBIISICTCS
UCKJIIOYNATENBHO ¢ cornacus [loms3oBatens. IIpaso
JIOCTYyTIa K nHpopMannu TPEeTbUM JTULaM

IpeaoCTaBJIACTCA Ha OCHOBAHHUU HaCTOHH.[eI\/'I Iomutukm
1 3aKOHOAATCJIIbCTBA PeCHy6J’II/IKI/I BenapyCL, a TaKXX€ B

mensax oOecneueHHsl 3allUThl TMpaB ©  3aKOHHBIX
nHTepecoB KoMnaHuu uitu TpeThUX JIUII.
9. [TIlpaBooOmamaTens OCYIIECTBISET HaICKAIIYIO

3aIUTy EePCOHAIBHBIX U WHBIX JaHHBIX, IEPCOHATBHOM
uHpopmanmu ¢ yu€rom TpeboBaHui KoHcTHTYHMH
PecnyGnuku Benapycs, TpeboBaHui 3akoHa
PeciyOmukn  benapycs ot 07.05.2021 Ne 99-3 «O
3alIuTe MePCOHATBHBIX JAHHBIX)» (Hanee — 3axoHn Ne 99-
3) W WHBIX 3aKOHOJATENbHBIX aKTOB PecmyOiuku
Benapycs.

10. TTonp3oBaTens 00s13aH 0OeceYnBaTh COXPAHHOCTh U

KOH(UACHIIMATEHOCTD CEKPETHBIX apaMeTpos,
Bkitouas [IMH-kox, mapoib, cexpeTbl ABYX(haKTOpHOMH
JIpyrou

HEOOXOAUMOW ISl AOCTyHa M COBEPIICHHUS OIeparnii.

ayTeHTH(HUKALINH, u nHpOpMaINH,
[Tonp3oBaTeNns 00s3yeTcsl HE3aMEIUTUTENBHO COOOLIATh
Omeparopy CepBuca o 10000M (akTe MNOAO3PECHUS
HECaHKLHOHUPOBAHHOTO HCIIOJB30BaHHS €ro y4&€THOM
3anucu. CoOmonenue Ilonbp3oBareneM BhIICyKa3aHHBIX
PEKOMEHIALU TO3BOJIUT OOECIeYUTh MaKCHMAIbHYIO
COXPaHHOCTh MPEJIOCTaBICHHOW HH()OPMALIUH.

11.  OOmwme
IIepconanbHBIX

mpaBa Ilonp3oBarenelt B obmacth

JaHHBbIX OIIMCaHbI B ITonuTtuke
00paboTku mepcoHanbHBIX AaHHBIX 00O «/loBepka

Ddunrtex».

12. YnonnomoueHHelM junoM OmnepaTopa sBISETCS
KYC-Oneparop, npuBiekaeMblif Ha JOTOBOPHOH OCHOBE

disclosure.

7. The User's confidential information includes Personal
Data, personal information and other data, including data
transferred automatically in the course of use.

8. The Operator is entitled, without the consent of the
User, to provide the information received to third parties
in anonymized (aggregated) form for the purpose of
conducting statistical and other research, as well as in
connection with activities related to the maintenance
(technical support) of the Service. The transfer of
personal data to third parties for the purposes of
marketing research and dispatch of advertising materials
is carried out solely with the User's consent. The right of
access to information is granted to third parties on the
basis of this Policy and the legislation of the Republic of
Belarus, and also for the purposes of protecting the rights
and legitimate interests of the Company or third parties.

9. The Rightsholder ensures proper protection of
personal and other data, as well as personal information,
in accordance with the requirements of the Constitution
of the Republic of Belarus, the requirements of the Law
of the Republic of Belarus No. 99-Z dated 07.05.2021
"On Personal Data Protection" (hereinafter — Law No.
99-7), and other legislative acts of the Republic of
Belarus.

10. The User is obliged to ensure the safekeeping and
confidentiality of secret parameters, including the PIN
code, password, two-factor authentication secrets and
other information necessary for access and for carrying
out operations. The User undertakes to immediately
notify the Service Operator of any suspected fact of
unauthorized use of the User's account. The User's
observance of the aforementioned recommendations will
ensure maximum information

provided.

safekeeping of the

11. The general rights of Users in the field of Personal
Data are described in the Personal Data Processing
Policy of Doverka Fintekh LLC.

12. The Authorized Person of the Operator is the KYC
Operator engaged on a contractual basis to carry out



IUTSL IPOBEICHUS TIPOICyp YAAIEHHOW UACHTH()HUKAINN

n Bepupukammu  Ilomp3oBatemeii, wHBIe KYC-

OmnepaTopsl.

I'naa 3. leaun o0padoTku IlepconanbHbIX

JAHHbIX

procedures of remote identification and verification of
Users, and other KYC Operators.

Chapter 3. Purposes of Processing Personal
Data

13. [lepcoHanbHbIC JaHHBIC, pa3pelIEHHBIC K 00paboTKe
B pamkax Hacrtosmeil [TomuTukn KOHQHUICHINATBHOCTH,
npenocTaBistoTes [lonp3oBaTeneM MyTéM peTHCTpanud
Ha CepBuce.

14. CepBuc opranmsyeT cOOp, UCIOJNB30BaHHE U

00paboTKy uHpOpMaInH, nepeaaBaeMon
[Monmp30Batenem npu OCYIIECTBICHUH UM
PErHCTPallMOHHBIX  JOEHCTBMM M HCIONb30BaHUH
(YHKIMOHATBHBIX ~ BO3MOXHoOcTeit  CepBmca,  co
CIEeIYIOUIMH IEeTISTMHU:

14.1. Bepudukanuy, ayTeHTH(PHUKAINN u

nneatudukanmu [loap3oBarerns;

14.2. oToOpakeHUs1 MEPCOHATBHBIX AaHHBIX B Mpoduie
ITonw30BaTens;

14.3. mpenoctaBnenus Ilonp3oBarensiM BO3MOXHOCTHU

UCIIONIB30BaHNs  (DYHKIMOHAIBHBIX  BO3MOXKHOCTEH
Cepsuca, BKJIIOYasi TOMOJHEHUE KOLIEIbKa, IOIyYeHUE
MEKXIYHAPOAHBIX IUIATEXHBIX yCIYT, KOHBEPTAIHIO

BaJIOT MEXOY KOIICIbKaMH, THUIUMPOBAHHUE ILIATEXKA,

npuobperenne eSIM, ydactme B  pedepampHOI
IIporpamme;
14.4. B3aumoneiictBua c¢ Ilomp3oBaTenem (CBsI3b C

[lonb3oBarenemM, B TOM 4HCIE B BUIE YBEIOMIICHHI,
3aIpocoB W MH(GOPMAINH, KaCAIOIUXCS NCIIOJIb30BAHMS
Cepauca), push-
yBepomiteHHs, coobmeHus B Telegram M 3IeKTpOHHYIO

BKJTIOYast SMS-yBenomieHwus,

oyTy;

14.5. mpoBepku OmaroHan&xuHoctn I[lomb3oBaTeneit (B
TOM 4YHCIIe, JOCTOBEPHOCTH, AaKTYaJIbHOCTH U (WIIH)
COOTBETCTBHUS 3aKOHOJATEIBCTBY JIIOOOW WH(pOpMAIHNH,
npenocraBisgeMoi [lonp3oBaTensiMu) — HpU NPUHITUH
pemieHusT O HEOOXOIUMOCTH OCYIIECTBICHUSI TaKOH
MIPOBEPKH;

14.6.
¢ynknuornposanus CepBuca;

obecrneueHus TEXHUICSCKOI BO3MOXXHOCTH

14.7. pasmemenus (u3MeHeHHs1) HaHHBIX [Ipodus
ITonw30BaTens;

13. The Personal Data permitted to be processed under
this Privacy Policy are provided by the User through
registration in the Service.

14. The Service organizes the collection, use and
processing of information transferred by the User when
performing registration actions and using the functional
capabilities of the Service, for the following purposes:

14.1. verification, authentication and identification of the
User;

14.2. display of personal data in the User Profile;

14.3. enabling Users to use the functional capabilities of
the Service, including the top-up of a Wallet, the receipt
of international payment services, currency conversion
between Wallets, payment initiation, the purchase of
eSIMs, and participation in the referral programme;

14.4. communication with the User (contacting the User,
including via notifications, requests and information
regarding the use of the Service), including SMS
notifications, push notifications, Telegram messages and
email;

14.5. verification of the trustworthiness of Users
(including the accuracy, relevance and/or compliance
with legislation of any information provided by Users)
— where a decision is taken on the necessity of such
verification;

14.6. ensuring the technical operability of the Service;

14.7. posting (modifying) data in the User Profile;



14.8. ITonw3oBaTens oT

HECAaHKIITMOHUPOBAHHOT' O

3ammtel  [Ipodumms

JOCTyma  TPeTbHX  JIHII,
BKkimoyas xpaHenue xewma [IMH-koma u mapamerpos

IBYX(aKTOpHO ayTeHTH()UKAIINHN;

14.9. OPpOBCACHUSA CTATUCTHYCCKUX, MAPKCTUHIOBBIX H
HWHBIX I/ICCJIeZ[OBaHI/Iﬁ;

14.10. HampaBieHHS WH(GOPMANMOHHBIX, pPEKIaMHBIX
YBEIOMJICHUH;

14.11. B
3aKOHOJATEbCTBA;

LeNAX, BBITEKAIOMUX U3  TpeOoBaHUIA

14.12. obGecneyeHus coOMIONEHNS 3aKOHOHATENHCTBA W
JIOKaJIbHBIX akToB Kommnanumy;

14.13. obecneueHust GpyHKIIMOHUpPOBaHUS pedeparbHOi
MIPOrpaMMBbl U HA4YHCJICHHsI OOHYCOB;

14.14. paccmotpenus oOpameHuit I[lomb3oBaTeneit B
CITy’K0y TTOJEPKKH.

15. O6paborka IlepcoHaNBHBIX MaHHBIX COpa3MepHa
3asBJICHHBIM IIETSIM MX 0OpaOOTKM M 00ecrmednBacT Ha
BCEX Takoi  00paboTKH

oTarmax CIIpaBEAJINBOC

COOTHOUICHUC MHTEPECOB BCEX 3aMHTCPCCOBAHHBIX JIUII.

16. O6paboTka [TepcoHANBHBIX JaHHBIX OIPAHUIHBACTCS

IOCTIDKEHHEM  KOHKPETHBIX, 3apaHee  3asBICHHBIX
Hactosmeld [IOMUTHKOM, WHBIMH JIOKAJbHBIMH aKTaMU
000 «/loBepka ®unrex» neneid. He nomyckaercs
o00pabotka IlepcoHaNBHBIX JaHHBIX, HE COBMECTHUMAs C

TNIEPBOHAYAJIBHO 3a4BJICHHBIMHU LCISAMHA UX 06pa6OTKI/I.

17. B
MEPBOHAYAIBHO

clIydac H€06XOI[I/IMOCTI/I HU3MCHCHUA

3asgBIIEHHBIX  IIEJIel 00paboTkH

Ilepconanpubix npanHbix OOO «JloBepka @DuUHTEX»
00s13aH0 momyunuth cornacue CyObexra IlepcoHambHBIX
JAaHHBIX Ha 00paboTky ero IlepcoHanmbHBIX NaHHBIX B
COOTBETCTBUM C W3MEHEHHBIMH LEJISIMH  0OpaOOTKH
[lepcoHanbHBIX ~ JaHHBIX MHpPU  OTCYTCTBUM  HMHBIX
OCHOBaHMH Il TakoW 00pabOTKH, MPENyCMOTPEHHBIX

3akonoMm Ne 99-3 1 HHBIMH 3aKOHOIATEILHLEIMHA aKTaMHU.

I'naBa 4. Ilepeuenn o6padaTbIBaeMbIX

JAHHBIX

14.8. protection of the User Profile from unauthorized
access by third parties, including storage of the hash of
the PIN code and the parameters of two-factor

authentication;

14.9. conducting statistical, marketing and other
research;

14.10. sending informational and advertising
notifications;

14.11. for purposes arising from the requirements of
legislation;

14.12. ensuring compliance with legislation and the
Company's local acts;

14.13. ensuring the operation of the referral programme
and the accrual of bonuses;

14.14. handling of User inquiries submitted to the
support service.

15. The processing of Personal Data is proportionate to
the declared purposes of processing and, at all stages of
such processing, ensures a fair balance of the interests of
all interested parties.

16. The processing of Personal Data is limited to the
achievement of specific purposes previously declared by
this Policy and other local acts of Doverka Fintekh LLC.
The processing of Personal Data incompatible with the
originally declared purposes of processing is not
permitted.

17. If it becomes necessary to change the originally
declared purposes of processing Personal Data, Doverka
Fintekh LLC is obliged to obtain the consent of the
Personal Data Subject for the processing of the Subject's
Personal Data in accordance with the changed purposes,
in the absence of other grounds for such processing
provided for by Law No. 99-Z and other legislative acts.

Chapter 4. List of Processed Data

IMosb30BaTE I — KATETOPUH, COCTAB, IEJIH

Kareropuss  CyObektoB  IlepcoHanmbHBIX  JaHHBIX:

ITons30BaTemnm.

Users — categories, composition, purposes

Category of Personal Data Subjects: Users.



JlaHHBIe, TPENOCTABISIEMBIC MPU PETHCTpalH U
aBTOpH3alMU (HOMep TenedoHa, ajapec 3IICKTPOHHOM
noutsl (IpH HaNM4MH), JaHHBIE Y4YETHOH 3ammcH
Telegram (mipu peructpauuu 4yepe3 Telegram Mini App
wi Telegram-60T)) — B HeNsIX CO3AaHUS JIMYHOTO

kabuHeTa (akkayHTa, npoduis [loap3oBarens).

[TacniopTHBIC TaHHBIE WINM JaHHBIE HMHOTO IOKYMEHTa,
yIIOCTOBEPSIOIIET0 JINYHOCTh — B LENAX HPOBEIACHUS
0a3oBoit Bepudukaiuu [lomp30BaTesst; BBIMOIHCHUS
TpeOoBaHui 3aKoHOKaTeNbCTBa PecmyOmuku benapycs.

«M3obpaxenne gmma  (cendm)» — B HemIX
npoxoxaeHus Bepudukanun IloxpzoBatens (YpoBeHs 2
U BBIIIIE).
JlaHHBIe MOJNy4artens JCHEKHBIX

CpCACTB; CyMMa,

BAJIIOTA, Ha3HAUEHHME IUIATEXXHOM YCIyrd; HCTOpUs
onepanuii M COXpaHEHHBIE MOJy4YaTeld — B LENIX
OKa3aHMs MIATEKHBIX YCIyT (MCIOTHEHUS TPaKIaHCKO-

MIPaBOBOTO JIOTOBOPA).

JlaHHBIC O TIPEJOCTABICHHBIX IUIATEXHBIX YCIyrax — B
HHBIX IIeNSX B COOTBETCTBUH C M. 14 Hactosmei
ITonutuku.

Hannapie o mnpuobperénnpix eSIM (ICCID, nHOMep
TenedoHa, mapaMeTpel TapUPHOTO IUIaHA) — B IEIIX
UCIIOJTHEHUS areHTCKOTO JIOTOBOpPa 10 MPEJOCTABICHUIO
yciyr eSIM.

Janapie o pedepambHBIX CBA3AX (MACHTH(PHKATOP

MIPUTIACUBILIETO [Monp30Barens, KOJINYECTBO
MOJYYEHHBIX IUIATEKHBIX YCIYTr, CyMMa HA4HCIICHHBIX
OOHYCOB) — B LIeJsIX oOecrieueHus: (pyHKINOHUPOBAHHS
pedepanpHOl MPOrpaMmBl.

Wuble nanHble, mpepocraBisiemble Ilomb3oBarenem
(cTpaHa pe3nAeHTCTBA, NPEANOYTUTEIbHAS BaTIOTa, KOX
aBropmu3anuy, xem [IMH-xona, mapamerpsr 2FA) — B
LeIsX INPeJOoCTaBICHHS YCIyr IO  IPaxJaHCKO-
IpaBOBOMY JOrOBOpY U oOecnedeHHs O€30IaCHOCTH

Y4ETHOI 3alMCH.

18. O6paboTka
ocymectBiusercs ¢ cornacuss Cyonekra IlepcoHanbHbBIX

[epconambHBIX JTAaHHBIX
JNaHHBIX, 3a UCKIIOYECHHEM CIy4aeB, MPEIyCMOTPEHHBIX
3akoHoM Ne 99-3 ¥ WHBIMH aKTamMH 3aKOHOJATENIbCTBA
Pecniyonuku Benapych.

19.  Onmneparop JIaHHBIE
ITonp30Bateneit B TedeHue S5 (IATH) JI€T C MOMEHTa

xpanut  IlepconanbHble

OKa3aHHsA HOCJI@,Z[Heﬁ yciayru 1o IrpaxxaaHCKO-

Data provided upon registration and authorization
(telephone number, email address (if any), Telegram
account data (when registering via the Telegram Mini
App or Telegram bot)) — for the purposes of creating
the personal account (account, User Profile).

Passport data or data of another identity document — for
the purposes of conducting basic verification of the User
and complying with the requirements of the legislation
of the Republic of Belarus.

"Image of the face (selfie)" — for the purpose of
completing User verification (Level 2 and above).

Payee data (recipient of funds); the amount, currency and
purpose of the payment service; operation history and
saved payees — for the purpose of providing payment
services (performance of the civil-law contract).

Data on payment services provided — for other purposes
in accordance with clause 14 of this Policy.

Data on eSIMs purchased (ICCID, telephone number,
parameters of the tariff plan) — for the purpose of
performing the agency agreement for the provision of
eSIM services.

Data on referral links (identifier of the inviting User,
number of payment services received, amount of
bonuses accrued) — for the purpose of ensuring the
operation of the referral programme.

Other data provided by the User (country of residence,
preferred currency, authorization code, PIN code hash,
2FA parameters) — for the purpose of providing
services under the civil-law contract and ensuring the
security of the account.

18. The processing of Personal Data is carried out with
the consent of the Personal Data Subject, except in cases
provided for by Law No. 99-Z and other legislative acts
of the Republic of Belarus.

19. The Operator stores Users' Personal Data for 5 (five)
years from the date of provision of the last service under



IIPaBOBOMY JJOTOBODY.

20. B cnyuae oOpaborku IlepcoHanbHBIX AaHHBIX 0e3
cormacusi CyOwekra IlepcOHaNBHBIX MHAaHHBIX —MENH
00pabotku IlepcoHaNBHBIX ITaHHBIX YCTaHABIMBAIOTCS
3akoHoM Ne 99-3 ¥ MHBIMH 3aKOHOJATEIBHBIMHA aKTaMU
PecnyOmuku Bemapycs.

21. Cormnacue

CyOnekta [lepcoHambHBIX JTaHHBIX

npencraBisier  coboit  cBoOogHOE,  OAHO3HAYHOE,
HHGOPMUPOBAHHOE BBIPAKCHHE €r0 BOJIH, [TOCPEACTBOM
KOTOpOr0  OH 00paboTKy

pasperaer CBOHUX

HepCOHaHBHLIX JaHHBIX.

22. Cornacue Cy0OnexTa [lepcoHANBHBIX JTaHHBIX MOXKET

OBITh MOJIYy4CHO, €ClIn HHOC HC YCTAaHOBJICHO

3aKOHOJATENbCTBOM, B  cleayommx (Qopmax: B
MUCbMEHHOU (OpMe; B BHJIE JIEKTPOHHOIO JIOKYMEHTa;
B MHOH 3JIeKTpOHHOH ¢(opme, B ToMm uymcie B (opme
npocraBinenuss CyObekToM [lepcoHaNbHBIX JTaHHBIX
COOTBETCTBYIOLIEH OTMETKH Ha Cepsuce
«DoverkaSend», npu ABTOpuzanmu, B Apyrux ¢opmax,
MO3BOJISIIOIIMX YCTAHOBUTH (DAKT IMOJYYEHHs COTIACHS

Cy6’BeKTa HepCOHaJ’ILHLIX JaHHBIX.

23. Cpok xpaHeHus o6OpabatsiBacMbix Kommnanuei
IlepcoHanbHBIX AAHHBIX, B CIy4ac €CIIM TAKOW CPOK HE
onpenenéH 3aKoHOAaTenbcTBOM PecrnyOnuku Benapycs,
ycraHaBiuBaeTcss Kommanueil caMOCTOSITENbHO —Ha
OCHOBaHMH 1eneil 00paboTku IlepcoHanbHBIX JaHHBIX B

COOTBETCTBUH C HacTosAmeH [1omuTrKoM.

24. Cpok xpaHeHus oOpabateiBacMbix Kommnanuei
IlepcoHanbHBIX AAHHBIX COCTAaBISIET S5 (IATH) JIET C
MOMEHTa YAAJICHUs JHMYHOTO KaOMHeTa (aKkayHTa,
npopmrs  Ilomp3oBatensi) Iloms3zoBatenem CepBuca
«DoverkaSend» w (wimM) ¢ MOMEHTa pPacTOPKEHUS
(TIpexpatieHus JICUCTBHA) [Tonp30BaTenbekOro
cornamenust (myonuuHoi odeptel) ¢ Kommanweii, B
COOTBETCTBUH C TpeOOBaHUSAMHM 3aKOHOAATEIIBCTBA
Pecniyonukn benapych, B Tom uucne o [1OJ/OT, ecnu
WHOE HE YCTaHOBJICHO 3aKOHOJATEIbCTBOM PecryOmuku
benapycs, a TEXHUYECKOU

BO3MOXHOCTHU

Ipy  OTCYTCTBUU

yYAaJieHud HepCOHaJIBHBIX JaHHBIX

Kommanus OpUHUMACT MCEPbI 1O  HCSAONYHICHHUIO

nmanpHeimeit  o0padotrkn  [lepcoHambHBIX — JTaHHBIX,

BKJIKO4asg ux 6J'IOKI/Ip0BaHI/IC.

I'maBa S. Perucrpanus u Bepudpuxanus

IToan3oBaTes

the civil-law contract.

20. Where Personal Data are processed without the
consent of the Personal Data Subject, the purposes of
processing are established by Law No. 99-Z and other
legislative acts of the Republic of Belarus.

21. The consent of the Personal Data Subject is a free,
unambiguous, informed expression of the Subject's will,
by which the Subject permits the processing of the
Subject's Personal Data.

22. Unless otherwise established by legislation, the
consent of the Personal Data Subject may be obtained in
the following forms: in written form; in the form of an
electronic document; in another electronic form,
including by the Personal Data Subject placing the
corresponding mark within the "DoverkaSend" Service,
upon Authorization, or in any other form permitting the
fact of receipt of consent of the Personal Data Subject to
be established.

23. If the period of storage of Personal Data processed
by the Company is not determined by the legislation of
the Republic of Belarus, such period shall be established
by the Company independently on the basis of the
purposes of processing Personal Data in accordance with
this Policy.

24. The period of storage of Personal Data processed by
the Company is 5 (five) years from the moment of
deletion of the personal account (account, User Profile)
by a User of the "DoverkaSend" Service and/or from the
User
Agreement (public offer) with the Company, in
accordance with the requirements of the legislation of
the Republic of Belarus, including on AML/CFT, unless
otherwise established by the legislation of the Republic

moment of termination (expiration) of the

of Belarus. In the absence of technical capability to
delete Personal Data, the Company shall take measures
to prevent further processing of Personal Data, including
their blocking.

Chapter 5. Registration and Verification of
the User

25. CepBuc «DoverkaSend» mnpexycMaTpuBaeT Tpu

25. The "DoverkaSend" Service provides for three levels



YpOBHS BepH(pUKaIyH:

HayvabHBIA

25.1. 1 —
MPUCBAUBACTCSl ABTOMATHYECKU MOCIE PErUCTPALUK, HE

ypoBeHb  (YpoBeHb

TpeOyeT MpenoCTaBICHUS IEPCOHATBHBIX JaHHBIX CBEPX
HOMepa TenedoHa;

25.2.
IIpeAroaraet

6azoBas  Bepudukanus (YpoBeHp 2) —

yIanéHHYI0 TPOBEPKY  IOKYMEHTA,
YIOCTOBEPSIOIIETO JIMYHOCTD, ¢ Hcmonb3oBanneM KYC-
CepBHCa, BKIIIOYAsl IPOLEAYPY MOATBEPKICHHS «KUBOTO
TIPUCYTCTBUS (liveness-mpoBepka / CBepKa
n3zobpaxenus ymna [lomp3oBarens ¢ Qotorpadueii B

JIOKYMEHTE);

25.3. pacmupenHas Bepuduranus (YpoBeHp 3) —
JIOTIOJTHUTEIBHO BKJIIOYACT MPEJOCTABICHIE OJHOTO MIIN
HECKOJIBKUX U3 CIIEAYIONMX JOKYMEHTOB IO 3aIrpocy
Komnanunu:

a) JOKYMEHT, TOJTBEPKIAIONINA ajpec

MpOXKUBaHUS  (KOMMYHalbHBIM  c4€T, OaHKOBCKas
BBIMMCKA UJIM MHOHM JOKYMEHT, BBIJAaHHBIM HE paHee ueM
3a 3 Mecsma OO AaThl MPEJOCTaBICHUs); 0) JOKYMEHT,
ITOJITBEPKNAIOITUH HUCTOYHUK MIPOUCXOXKACHUSA
IIEHS)KHBIX CpEeNCcTB (CIIpaBKa O JOXOIax, HAaJoroBas
IeKIapanus WIA WHOH ITOKYMEHT, MOATBEP KIAIOMINI
JIETATBHOCTh TIPOUCXOXKACHUS CcpencTB). KOHKpeTHBIH
MEePeYCHb 3allpPalINBAEMBIX JOKYMEHTOB OIIPEIEIIeTCS
OrnepaTtopoM WHAMBUAYAIbHO C YYETOM TpeOOBaHUIA
MIPUMEHUMOT 0

3aKOHOJATEIbCTBA UM BHYTPEHHHUX

monutuk B oomactu [TIOJ]/PT.

26. Ipoxoxnenme Ilomp3oBaTeneM — BepHpHUKALAN

VYpoBuss 2 wunm YpoBHA 3 OCYILIECTBISIETCA

UCKJIFOYUTENIFHO Ha J00pOBONBHOW ocHOBe. OTKa3 oOT
MPOXOXKICHHUS  BepHpHUKaUU HE MPETSITCTBYET
ucnosip3oBanuio CepBruca B 00bEME, TOCTYIMHOM IS
YpoBuss 1, HO orpaHu4mBaeT JMOO TOJHOCTHIO
HCKJII0YaeT BO3MOXKHOCTH COBEPIICHHS (PHHAHCOBBIX
onepauui.

27. Wnunumanus

IpOLEeTyPHI BepUpHUKaLUH

ocymectBisiercss  Ilonp3oBareneM — caMOCTOSATEIBHO
MIOCPEACTBOM (pyHKIMOHANA JIMYHOTO KabuHera CepBrca

«DoverkaSend».

28. BsaumopeiictBue Ilonp3oBarens ¢ KYC-cepBucom
ocymiecTBisercs 6e3 ydactus Omeparopa B mpoleccax
BBOJA, Mepenaud WM

BPEMCHHOT'O XpaHCHUA

HGO6pa6OTaHHHX NEPCOHATBHBIX JaHHBIX u

n300pakeHUH TOKYMEHTOB.

29. B xone npoxoxaeHust Bepudukanuu [lonp30BaTens:

29.1. mpenocrasisieT IlepconanbHbie qaHHbIC (aMuns,

of verification:

25.1. initial level (Level 1) — assigned automatically
upon registration, does not require the provision of
personal data beyond the telephone number;

25.2. basic verification (Level 2) — involves remote
verification of the identity document through a KYC
service, including the "liveness" confirmation procedure
(liveness check / comparison of an image of the User's
face with the photograph in the document);

25.3. extended verification (Level 3) — additionally
includes the provision, upon request of the Company, of
one or more of the following documents: (a) a document
confirming the residential address (utility bill, bank
statement, or other document issued no earlier than 3
months prior to the date of provision); (b) a document
confirming the source of origin of funds (income
certificate, tax declaration, or other document confirming
the lawfulness of the origin of funds). The specific list of
requested documents is determined by the Operator on
an individual basis, taking into account the requirements
of applicable legislation and internal AML/CFT policies.

26. The User's completion of Level 2 or Level 3
verification is carried out solely on a voluntary basis. A
refusal to complete verification does not prevent the use
of the Service within the scope available at Level 1, but
restricts or fully excludes the possibility of carrying out
financial operations.

27. The verification procedure is initiated by the User
independently through the functionality of the personal
account of the "DoverkaSend" Service.

28. Interaction between the User and the KYC Service is
carried out without participation of the Operator in the
processes of input, transfer or temporary storage of raw
personal data and document images.

29. In the course of completing verification, the User:

29.1. provides Personal Data (surname, given name,



UM, OTYECTBO (MIPH HAIMYHMN), JaTa POKICHIUA);

29.2.
yIOCTOBEPSIOIIET0 JMYHOCTh  (cepus,

YKa3bIBacT PCKBU3UTHI JOKYMCHTA,

HOMEp, JaTa

BbIJ1a4H, Oopras, BI)II[aBHII/Iﬁ JOKYMCHT, KO

MO/Ipa3IeIeHUs );

29.3.
JTIOKYMEHTAa, YAOCTOBEPSIONIET0 JUYHOCTE;

3arpy’xact I/1306pa)K€HI/Ie HIK  CKaH-KOITMIO

29.4. B cimy4yae IpOXOXIeHHs 0a30BOM BepupHUKaLUH
NPOXOIUT HPOLEIYPY
(OKHBOTO TPUCYTCTBUSD»

(YpoBenp 2) m BeIIE —
MOATBEPIKACHUS
(mpemocTaBisAeT M300pakeHHWE JHIA IS CBEPKUH C
¢dortorpadueit B TOKyMeHTE).

30. KYC-cepBuc ocyuiecTBIIseT:

30.1. mpoBepKy MOMJMHHOCTH  MPEICTaBICHHOTO
JIOKyMEHTa;

30.2. mnOpoBepKy HalIW4yusl TPU3HAKOB  MOJACIKH,
penaKkTHPOBAHUS WA MCKAKEHISI H300paskeHS,

30.3. COIIOCTaBJICHUE JTAHHBIX, BBEJAEHHBIX
ITonb3oBaTenem;

30.4. (s YpoBHS 2 W BHIIIE) CBEPKY H300pasKeHUS
nuna [Tonms3oBarens ¢ Gpororpadueii B JoKyMeHTe.

31. ITo 3aBepmenun mpoBepku KYC-cepBuc mepemaér

Omneparopy pe3ynbTar BepupHUKaLUH n
MOATBEPXKAEHHBIH  HAaOOp IMEpCOHANBHBIX JIAHHBIX,
BKJIFOUast:

31.1. pamunuio, uMsi, 0OTUECTBO (TIPH HATTMYHH);
31.2. naty poxxaeHus;

31.3. ceputo U HOMEpP NOKYMEHTa, YJAOCTOBEPSIONIETO
JITYHOCTH (WM UHOTO TOKYMEHTA);

31.4. naty BeIIAUM U OpraH, BHIAABIINN JOKYMEHT;

31.5. ko moapaseneHus.

32. OmepaTop He moxy4aeT u He 00padaThIBaeT:

32.1.
YAOCTOBEPSIONINX JTUIHOCTD;

HUCXOJHBIC I/I306pa)KCHI/I§I JOKYMEHTOB,

32.2. mobpaxenus nuna [loap3oBarerns, BHITOITHEHHBIE

B paMKax TpOUEIypbl HOATBEPXKICHUS <OKHBOTO
MPUCYTCTBUSI»;
32.3. uHy0 uHpOPMANHUIO, KOTOpas HE BXOIHUT B

nepeueHb MOTBEPKIEHHBIX JaHHBIX, YKa3aHHBINA B 11. 31
HacTosmen [ aBsr;

32.4.
ayreHTuukanuu Ha ycrpoiictBe I[lonb3oBarens (Face
ID, Touch ID
npumensiemble [lonb3oBarenem a1 BXoAa B MOOMIIBHOE

JMaHHBIC,  00pabaThiBacMbIC  TEXHOJOTHIMH

WX  aHAJIOTH4YHBIC TeXHOHOFI/II/I),

MIPUIIOKEHNE Cepauca, — Takue JTaHHbIE

patronymic (if any), date of birth);

29.2. indicates the details of the identity document
(series, number, date of issue, issuing authority, division
code);

29.3. uploads an image or scanned copy of the identity
document;

29.4. where basic verification (Level 2) or higher is
completed — undergoes the "liveness" confirmation
procedure (provides an image of the face for comparison
with the photograph in the document).

30. The KYC Service performs:

30.1. verification of the authenticity of the submitted
document;

30.2. verification for signs of counterfeiting, editing or
distortion of the image;

30.3. matching of the data entered by the User;

30.4. (for Level 2 and above) comparison of an image of
the User's face with the photograph in the document.

31. Upon completion of the verification, the KYC
Service transfers to the Operator the verification result
and the confirmed set of personal data, including:

31.1. surname, given name, patronymic (if any);

31.2. date of birth;

31.3. series and number of the identity document (or
other document);

31.4. date of issue and the authority that issued the
document;

31.5. division code.

32. The Operator does not receive and does not process:
32.1. original images of identity documents;

32.2. images of the User's face taken as part of the
"liveness" confirmation procedure;

32.3. other information that is not included in the list of
confirmed data specified in clause 31 of this Chapter;

32.4. data processed by authentication technologies on
the User's device (Face ID, Touch ID or similar
technologies) used by the User to sign in to the mobile
application of the Service — such data are processed
solely by the operating system of the User's device and
are not transferred to the Operator.



O6pa6aTI>IBaIOTC$I HCKIOYUTCIIBHO cpeacTBaMu
OHepaHHOHHOﬁ CUCTEMBI YCTpoﬁCTBa Ilonp3oBaTens u

He nepenatorcest OnepaTopy.

I'maBa 6. O0s13aTeJIBLCTBA CTOPOH Chapter 6. Obligations of the Parties

33. ITonp30oBaTens 00s13aH:

33.1.
IlepconanbHbIe

NPEOCTaBUTh  HWHGOPMAIUIO,  COACPIKAIIYIO

JaHHBlE W HEOOXOIUMYIO IS

ucnonb3oBanusa CepBuca;

33.2.
nHQOPMANMIO O TEPCOHANBHBIX IAHHBIX B CiIydae

OOHOBUTB,  JONOJHUTH  TPEIOCTABICHHYIO
M3MEHEHHS TaHHON HH()OPMAIIHH.
34. OnepaTop 00s13aH:

34.1. pa3bsCHATH CyOBEKTY MEPCOHAIBHBIX JAHHBIX €ro

mpaBa, CBsi3aHHbIE C 00pabOTKOW NEepPCOHATIBHBIX
JIAaHHBIX;
34.2. momyyaTh coriiacue CyOBeKTa IIepCOHAIBHBIX

JAHHBIX, 32 HUCKJIFOUCHHEM CJIy4aeB, MPEIyCMOTPCHHBIX
3akoHoM Ne 99-3 y MHBIMU 3aKOHO/IATECIILHBIMU aKTaMU;

34.3.
HCKJIIOYUTENBHO M ILeleH,

UCTIONIB30BaTh ~ MONYYEHHYIO  HH(pOpManuio
YKa3aHHBIX B 1. 14

Hacrosuei [TonuTuky KoHPUICHIHATBHOCTH;

34.4.
nHpOpMAIU B

obecreunTs  XpaHeHHE  KOH(HAECHIHMAIBEHOH

TailHe, He  pasmamarbk  0e3

peaABapuUTECILHOIO NUCBMECHHOI'O paspeuIcHus
ITonb30BaTeNs, a TaKKe HE OCYIIECTBISATH IPOAAXKY,
oOMeH, omyOnuKoBaHUE JHMOO pasriallieHHe HHBIMH
BO3MO>XHBIMH CHOCO6aMI/I MEPEAAHHBIX MEPCOHAIBHBIX
nanubix [lomp3oBarens. Kommanust He pasmiammaet

TIEPCOHATIbHBIC JaHHBIC TPECTbUM JIMLaMm, 3a

HUCKITIOYEHUEM CJIy4aeB, IPSAMO IPEIyCMOTPEHHBIX
Hactosimedt [lomuTukoit (B TOM dYHCIe MyHKTOM 8) U
[Momutukoit 00paboTku mepcoHambHBIX HaHHEIX OO0
(T'maBa 7, 19-21),

3akoHOJaTeNbCcTBOM PecryOnuku benapych, a Takke

«JloBepka DUHTEX» ITyHKTBI
CllydaeB, Korja Ireperadya HeoOXoquMa sl HCIOTHEHUS
noroBopa (okazanusi yciyr) ¢ Ilomp3oBarenem, B TOM
qucie TJTIATEXKHBIX

WCTIOTHEHUS omepamuid ¢

MIPUBJICUCHNUECM MIATEXHBIX l'[apTHépOB U IoAPpAAINKOB,

34.5. obecrieunBaTh 3alIUTy MEPCOHAIBHBIX JaHHBIX B
mpoIiecce ux 00padboTKy;

34.6. BHOCUTH H3MEHEHUA B IlepcoHanbHbIE NaHHBIE,
KOTOPBIE SBIAIOTCS HEMOJMHBIMH, YCTAPCBIIUMH U
HETOYHBIMH, 32 HCKIIOYEHHEM CIIy4aeB, KOTJa WHOM

33. The User is obliged to:

33.1. provide information containing Personal Data and
necessary for the use of the Service;

33.2. update and supplement the information provided
about personal data if such information changes.

34. The Operator is obliged to:

34.1. explain to the personal data subject the subject's
rights related to the processing of personal data;

34.2. obtain the consent of the personal data subject,
except in cases provided for by Law No. 99-Z and other
legislative acts;

34.3. use the information obtained solely for the
purposes specified in clause 14 of this Privacy Policy;

34.4. ensure that confidential information is kept secret,
not to disclose it without the User's prior written
permission, and not to sell, exchange, publish or
otherwise disclose the User's transferred personal data.
The Company does not disclose Personal Data to third
parties except as expressly provided in this Policy
(including clause 8) and in the Personal Data Processing
Policy of Doverka Fintekh LLC (Chapter 7, clauses 19—
21), as required by the legislation of the Republic of
Belarus, or where disclosure is necessary for the
performance of the agreement (provision of services)
with the User, including the execution of payment
transactions with payment partners and contractors;

34.5. ensure the protection of personal data in the course
of their processing;

34.6. amend Personal Data that are incomplete, outdated

or inaccurate, except in cases where a different

procedure for amending Personal Data is established by



MOpAOK BHeceHUsT u3MeHeHud B IlepcoHanbHble
JAaHHBIC YCTaHOBJCH 3aKOHOJATEIFHBIMH aKTaMH JIHOO
ecni menn oOpabOTKM TEepPCOHANBHBIX JAaHHBIX HE
W3MEHCHHMI  TaKHUX

npeamnojaararoT MOCICAYOIUX

TAHHBIX;

34.7. mpekpamaTth 00pabOTKy IMEPCOHATBHBIX JaHHBIX, &
TaKKe OCYIIECTBIATh MX yJalleHWE WM OJIOKHpOBaHUE
(oOecrmeunBaTh MpeKpalieHne 00padOTKH MePCOHATBHBIX
JAHHBIX, a TaKke HUX YyJaleHue HIH OJIOKHpOBaHUE
YIOJTHOMOYEHHBIM JIUIIOM) IPU OTCYTCTBUH OCHOBAHMM
TSt 00paboTKH

NPEAYCMOTPEHHBIX 3aKOHOM  Ne

MePCOHANBHBIX JIaHHBIX,
99-3 U WHBEIMH

3aKOHOJAaTCIbHBIMU aKTaMH;

34.8. yBeIOMJISATH YIOJHOMOYEHHBIH OpPraH MO 3alluTe
MpaB CyOBEKTOB MEPCOHANBHBIX MAHHBIX O HAPYIICHHUIX
cucTeM 3aIUTHI MEPCOHATBHBIX JTAaHHBIX
HE3aMEIUTENILHO, HO HE MOo3[Hee TPEX paboumx mHei
mocie toro, kak Omneparopy CTaao HM3BECTHO O TAKHX
HCKITIOYCHUEM

HapyHICHUAX, 3a CJIy4acs,

nNpeaAyCMOTPCHHBIX  YIOOJHOMOYCHHBIM  OpraHoM 1O

3alIUTC IIpaB Cy6’BeKTOB TNEPCOHATIbHBIX NJaHHBIX;

34.9. ocymecTBIATE M3MCHEHHE, OJIIOKHMPOBAHUE WIIN

yaaneHue HEJOCTOBEPHBIX WX MOJyYEHHBIX
HE3aKOHHBIM IYTEM NEPCOHAIBHBIX MaHHBIX CyOBeKTa
IIEPCOHANIBHBIX JIaHHBIX 1o TpeOOBaHHUIO
YIIOJHOMOYEHHOI'O OpraHa IO 3alluTe IpaB CyObEKTOB
NIEPCOHANIBHBIX JaHHBIX, €CJIM UHOW IOPSAJOK BHECEHUS
n3MeHeHuii B [lepcoHanbHble JaHHBIE, UX OJOKHPOBAHUS

Win yJaJ€Husd HCE YCTAaHOBJICH 3aKOHOJAATCIbHbBIMU

aKTaMH;
34.10. BBITOJIHSTH UHBIC 00sI13aHHOCTH,
npeaycMoTpeHHble  3akoHOM Ne  99-3  u  WHBIMH

3aKOHOJATCIbHBIMU aKTaMH.

I'naBa 7. Opranuszanus 3aimuThI

Hepcona.m)m)lx JAaHHBIX

legislative acts or where the purposes of processing
personal data do not presuppose subsequent amendment
of such data;

34.7. cease the processing of personal data and delete or
block them (ensure the cessation of processing of
personal data, and their deletion or blocking by the
Authorized Person) in the absence of grounds for the
processing of personal data provided for by Law No. 99-
Z and other legislative acts;

34.8. notify the authorized body for the protection of the
rights of personal data subjects of breaches of personal
data protection systems without undue delay, but no later
than three business days after the Operator becomes
aware of such breaches, except in cases provided for by
the authorized body for the protection of the rights of
personal data subjects;

34.9. amend, block or delete inaccurate or unlawfully
obtained personal data of a personal data subject upon
request of the authorized body for the protection of the
rights of personal data subjects, unless a different
procedure for amending, blocking or deleting Personal
Data is established by legislative acts;

34.10. perform other obligations provided for by Law
No. 99-Z and other legislative acts.

Chapter 7. Organization of Personal Data
Protection

35. ox 3ammuroit [lepcoHanbHBIX JaHHBIX MOHUMAETCS
PSA TIPaBOBBIX, OPTAaHM3AIMOHHBIX W TEXHHYECKUX MeEp,
HaIlpaBJICHHBIX Ha!

35.1. obecmeuenme  3amuTBl  WHPOPMAIHHA  OT
HETPaBOMEPHOTO JIOCTYyTIA, YHUUTOXEHHUS,
MoauduIpoBanus, OJIOKHUPOBaHMS,  KOIMHMPOBAHUS,

MMpeaOCTaBJICHNA, PACIIPOCTPAHCHUA, a4 TAKIKE OT HHBIX

HENPaBOMEPHBIX JECUCTBUA B  OTHOLIEHUH TaKou

HHpOPMAIIHH;

35.2. cobnronenne KOH(UACHIMANEHOCTH HH(GOPMAIMH
OTPaHHUYCHHOTO JOCTYIIA;

35. Protection of Personal Data means a set of legal,
organizational and technical measures aimed at:

35.1. ensuring the protection of information from
unlawful access, destruction, modification, blocking,
copying, provision, distribution, and other unlawful
actions in respect of such information;

35.2. observance of the confidentiality of restricted-
access information;

35.3. realization of the right of access to information.



35.3. peanmu3anmio mpaBa Ha JOCTYI K HHPOPMAITUH.

36. Hnsa 3amutsl IlepcoHanbHbBIX MaHHBIX KoMmaHus
NPUHUMAET HEOOXOOUMBIE MPELyCMOTPECHHBIE 3aKOHOM
Mepbl (BKITIOYast, HO He OIPaHHYHBAsICh):

36.1. orpaHuuMBaeT M  pErIaMEHTHPYET COCTaB
pabOTHMKOB W WHBIX  JHL, (YHKIHOHAJIbHBIE
00s513aHHOCTH ~ KOTOPBIX ~ TpeOylOT  jgocTyma K

nHdpopmanny, conaepkameil IlepconansHble naHHBIE (B
TOM YHCJIE MyTEM HCIIOIB30BAaHMS Mapoied IocTyma K
JIEKTPOHHBIM HH()OPMAMOHHBIM pecypcam);

36.2. IS
JIOKYMEHTOB, COJiepXalux llepcoHanbHbIe NaHHBIC, B

obecrieunBaeT  yCJIOBHS XpaHeHHs

OrpaHUYCHHOM JOCTYIIE;
36.3. opranusyer NOpAIOK YHHUUTOXKEHHS WH(OpMAaLny,

cozeprKalen
3aKOHOJATEIHCTBOM HE YCTaHOBJICHBI TPeOOBaHUS II0

HepCOHaHBHLIe JaHHBIC, €ClIn

XpaHCHHUIO COOTBCTCTBYIOINX NaHHbBIX;

36.4.
00eCcIeyeHHIO 3alIUThl [IepCoHaNbHBIX NaHHBIX, B TOM

KOHTPOJIUPYET coOJIIoieHHe TpeOOBaHUH 110

YHCIIe YCTaHOBICHHBIX Hacrosmel [lomutukoit (myTém
MIPOBEJCHUSI BHYTPEHHHX IPOBEPOK, YCTAHOBIICHUS

CIICHHAJIbHBIX CPEACTB MOHUTOPHUHI'A U ,I[p.);

36.5.
HCCAHKIIMOHUPOBAHHOTO JA0CTylla WJIN pPa3rjlallicHUA

IIPpOBOAUT pacciiefoBaHue CJIy4JacB
HepCOHaJ’ILHHX JAHHBIX C€ TIPUBJICYCHUEM BHHOBHBIX

pa6OTHI/IKOB K OTBETCTBCHHOCTH, IPUHATUEM UHBIX MEP,

36.6. BHeIpsieT MPOTpaMMHbBIE U TEXHUYECKUE CPEJICTBA
3amIUTEl HHPOPMALIUU B DJICKTPOHHOM BHUIE, BKIIOUYAs
mmQpoBaHHEe TEPCOHATBHBIX NAaHHBIX IIPH XpaHCHUU
(AES-256) u mepemaue (TLS 1.24), mackupoBaHue
HOMEPOB TeJIe(QOHOB W WHBIX HIACHTU(UKATOPOB IIPU
IIMH-xox0B
HCKJIFOUUTENIFHO B XCIIUPOBAHHOM BH/IC;

0TOOpaXKEHUH, XpaHCHHE u mapoiei

36.7.
IlepcoHanbHBIX JaHHBIX,

o0ecreuyrBaeT BO3MOXKHOCTH BOCCTAaHOBJICHHUS
MOIUGHUIMPOBAHHBIX U
VHUUYTOXKEHHBIX BCJEICTBUE HECAaHKIIMOHHPOBAHHOTO
JIOCTyTIa K HUM;

36.8.
3aKoHOJAaTeNbCcTBOM Pecybnmkn benmapycs.

HWHBIC MCpHI, npeaAyCMOTPCHHBIC

37. B Kommanuu Ha3HayaeTcs JUIIO, OTBETCTBEHHOE 3a
OCYIIECTBICHUE BHYTPEHHETO KOHTPOJIA 32 00paboTKOH
[lepcoHaTBHBIX JaHHBIX, a B CIIydae, €CIH TaKOe JIHIIO
HE Ha3HAYCHO,

JIMIIOM, OTBC€TCTBCHHBIM 3a

36. To protect Personal Data, the Company takes the
necessary measures provided for by law (including,
without limitation):

36.1. restricts and regulates the staff and other persons
whose functional duties require access to information
containing Personal Data (including through the use of
access passwords to electronic information resources);

36.2. ensures the conditions for the storage of documents
containing Personal Data under restricted access;

36.3. organizes the procedure for the destruction of
information containing Personal Data, where legislation
does not establish requirements for the storage of such
data;

36.4. monitors compliance with the requirements for the
protection of Personal Data, including those established
by this Policy (by conducting audits,
establishing special monitoring tools, etc.);

internal

36.5. investigates cases of unauthorized access to or
Data, holding
employees accountable and taking other measures;

disclosure of Personal responsible

36.6. implements software and technical means of
protecting information in electronic form, including
encryption of personal data at rest (AES-256) and in
transit (TLS 1.2+), masking of telephone numbers and
other identifiers when displayed, and storage of PIN
codes and passwords solely in hashed form;

36.7. ensures the ability to recover Personal Data
modified or destroyed as a result of unauthorized access
to them;

36.8. other measures provided for by the legislation of
the Republic of Belarus.

37. The Company appoints a person responsible for
carrying out internal control over the processing of
Personal Data, and in the event that such person is not
appointed, the person responsible for carrying out



OCYIIIECTBIICHHE BHYTPEHHETO KOHTPOJIS 32 00paboTKOM

MEPCOHATBHBIX  NTAHHBIX, SBIACTCS  PYKOBOIUTEIH
(mupexrop) Komnanun.

38. Komnanus OCYLIECTBIISET 03HaKOMJICHHE
paOOTHHKOB ¥  HWHBIX  JUI,  HEMOCPEICTBEHHO

OCYIIECTRIISAIONINX 00paboTKy IlepcoHaNbHBIX NaHHBIX,
C TIOJNOXKEHUSIMH 3aKoHojaTenbcTBa O IlepcoHanbHBIX
JIAaHHBIX, B TOM 4YHCJE C TpeOOBaHUSIMH II0 3alUTe
IlepcoHanbHbIX nNaHHBIX, HacTtosAwmeidl IlomuTukoi, a

TaKXKe NMPOM3BOANUT 00y4YeHUE yKa3aHHBIX paOOTHHKOB U

WHBIX JIMIl B YCTAaHOBJICHHOM 3aKOHOJATEIbCTBOM
HOpsIAKE.

39. Kowmmanmed = NpPUHUMAIOTCS  HHBIE  MEpBI,
HalpapjeHHblE  Ha  OOECle4YeHHE  BBINOJHEHUs

Kommanwmeit o6si3anHocTeld B cdepe IlepcoHanbHBIX

JaHHBIX, npeaAyCMOTPCHHBIC I[efICTByIOIHPIM

3aKoHOJaTeNbcTBOM Pecybnmkn bemapycs.

internal control over the processing of personal data shall
be the head (director) of the Company.

38. The Company familiarizes employees and other
persons directly performing the processing of Personal
Data with the provisions of legislation on Personal Data,
including the requirements for the protection of Personal
Data, with this Policy, and provides training to such
employees and other persons in the manner established
by legislation.

39. The Company takes other measures aimed at
ensuring the fulfilment by the Company of its
obligations in the field of Personal Data, as provided for
by the applicable legislation of the Republic of Belarus.

I'naBa 8. 3ak0unTe/IbLHBIC N10J10KEHUS Chapter 8. Final Provisions

40. Paboraukn Kommanuu u WHBIE JIMIA, BUHOBHBIE B

HapymieHun  Hacroswed  Ilonmutuku, a  Takxke
3akoHOnmaTenbcTBa PecnyOnmuku bemapyce B obmactu
IlepcoHanbHBIX NTaHHBIX, MOTYT OBITH MPHUBIEYECHBI K
JNUCUMIUIMHAPHON M MaTepuajlbHON OTBETCTBEHHOCTH B
MOpSANIKE, YCTAaHOBJIEHHOM TpynOBBIM KOJEKCOM, a
TakKe MOTYT OBITh TIPUBICYCHBI K TPaXKTaHCKO-

[IPaBOBOH, aIMUHUCTPATUBHOMN u YrOJIOBHOM

OTBE€TCTBCHHOCTHU B nopsaake, YCTAHOBJICHHOM

3akoHOzaTeNbCcTBOM PecnyOmnuku benapycs.

41. VYmopsamoueHnue oOpamenus c¢ IlepcoHalTbHBIMU
JIaHHBIMM, YCTaHOBJEHHOe Hactosmed [lonmuTukoil,
HMEET IeNbI0 00eceunTh npasa u cBoboasl CyOBEeKTOB
[epconanbHBIX JaHHBIX OpU 00padoTke [lepcoHantbHBIX
KOH(pHUICHIIMATBHOCTH

JaHHBbIX, COXpaHCHHUEC

HepCOHaHbHHX JAHHBIX U UX 3allUTYy.

42. Hacrosmas IloauTtuka CIOy>XKUT OCHOBOW AJis
pa3paboTKH JOKaJIbHBIX, B TOM YHCJE IPABOBEIX aKTOB,
PErJIaMEHTHPYIONUX BOIMPOCH 00pabOTKM ¥ 3aIUTHI

Komnanueit  IlepconanbHbix  maHHBIX ~ CyOBEeKTOB

IlepcoHanbHBIX MaHHBIX HpU Hcnoiab3oBaHMKM CepBuca
«DoverkaSend».

43. Bce Bompocel, HE OTpaXEHHbIE B HACTOSIIEH

HOHI/ITI/IKG, HWHBIX JIOKaJIbHBIX aKTax KOMHaHI/II/I,

perynupyroTcs 3aKOHOJIaTEIILCTBOM Pecny6nuku

benapycs.

40. Employees of the Company and other persons
responsible for violations of this Policy, as well as of the
legislation of the Republic of Belarus in the field of
Personal Data, may be held disciplinarily and financially
liable in the manner established by the Labour Code, and
may also be held civilly, administratively and criminally
liable in the manner established by the legislation of the
Republic of Belarus.

41. The regulation of the handling of Personal Data
established by this Policy aims to ensure the rights and
freedoms of Personal Data Subjects in the processing of
Personal Data, the preservation of the confidentiality of
Personal Data, and their protection.

42. This Policy serves as the basis for the development
of local acts, including legal acts, regulating matters
concerning the processing and protection by the
Company of Personal Data of Personal Data Subjects
when using the "DoverkaSend" Service.

43. All matters not reflected in this Policy or in the
Company's other local acts shall be governed by the
legislation of the Republic of Belarus.



